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Abstract. With the gradual enrichment of the application of deep learning in daily life,
distributed machine learning has played a greater role in daily life, among which federated
learning and its optimization algorithm FedDyn algorithm have begun to receive widespread
attention. After introducing federated learning and traditional algorithms, this paper starts with
the operation mode and framework of the FedDyn algorithm, takes the combination method of
port selection strategy and global distribution as an example, analyzes the characteristics of some
links in the operation process and uses the innovation points of the FedDyn algorithm : Dynamic
weight adjustment is the entry point, which illustrates the advantages of the FedDyn algorithm
in current use, and also points out some of the current problems. Finally, from the aspect of
market application, the current application status of the algorithm is introduced from the aspects
of personalized recommendation, medical treatment and finance, and the future development of
the algorithm is prospected.

Keywords: Federated Learning, FedDyn Algorithm, Privacy Protection, Dynamic Weight
Adjustment.

1. Introduction

1.1. Introduction to Distributed Machine Learning and Federated Learning
Distributed machine learning is a processing method that runs a large number of machine learning
methods and computing task data on multiple computing nodes [1].

Since multiple devices are working at the same time, it avoids the disadvantage of traditional machine
learning being limited by the performance of a single device. At the same time, the distribution method
of the master node and multiple working nodes facilitates the data distribution of model training and
improves the training efficiency. As an emerging machine learning method, federated learning improves
data privacy and security under the condition of distributed machine learning, and integrates the update
of the global model [2,3].

Compared with traditional machine learning, federated learning no longer needs to aggregate all data
in one server, but allows model training on the device side.

© 2023 The Authors. This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0
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1.2. Limitations and Problems of Traditional Federated Learning Approaches

First of all, because traditional federated learning does not use the differential privacy method, it has
great hidden dangers in terms of privacy and security, and it is easy to be maliciously attacked to discover
the user’s privacy.

Second, there is a lack of unified standards and cooperation mechanisms, which leads to low
reliability of traditional federated learning in multi-device collaboration, resulting in biased data
selection. At the same time, traditional federated learning attaches the same weight to each device, which
can easily cause some devices to be overloaded or some devices to be idle, resulting in a waste of
resources and affecting resource utilization and efficiency.

Finally, due to the need to upload to the central server, due to differences in equipment performance
in different regions, limited by network resources and the server itself, redundant costs may occur.

1.3. Introduction and significance of the FedDyn algorithm
The FedDyn algorithm is an optimization algorithm for federated learning. Its full name is “Federated
Dynamic”. Devices in areas with large differences will not only assign weights based on data samples,
causing one party to be ignored. At the same time, due to the real-time adjustment capability of dynamic
allocation, it can more flexibly and accurately adapt to changes in data distribution during model training.
Finally, because of the introduction of some algorithms of differential privacy, the privacy security of
users is effectively improved.

The FedDyn algorithm has greatly accelerated the speed and convergence speed of global model
training and proposed a new idea of dynamic adjustment in the traditional federated learning algorithm.

1.4. Overview of Article Structure
This article is divided into six parts.

The first part introduces the relevant knowledge of deep learning.

The second part is related research, which cites many documents to explain the origin, development,
and partial application of the algorithm.

The third part introduces the principle and operation process of the FedDyn algorithm in detail and
explains in detail the port selection strategy and global update method of the algorithm.

The fourth part is the advantages of the FedDyn algorithm, which explains the improvement of model
training by dynamic weight adjustment, which is a feature of the algorithm.

The fifth part of the application scenario of the FedDyn algorithm explains the current market
application status in terms of user personalized recommendation, medical care, and finance.

Finally, the sixth part of the conclusion summarizes the whole article, puts forward the current
problems, and looks forward to the future. Algorithm development.

2. Related research

2.1. Federated learning overview and development history

Federated learning is a concept proposed by Google in 2016. In 2017, an article proposed the initial
concept of federated learning and introduced an algorithm called FedAvg [4]. After improving
communication efficiency through local training and aggregation schemes, etc., it has received
widespread attention [5]. At present, great progress has been made in the personalized integration model
of mobile applications and the financial field. Now, while the training effect is gradually improving, it
can also realize cross-platform and device model sharing and collaboration [6].

2.2. Research status in the field of dynamic model personalized recommendation
Next, through three articles, we will introduce the optimization of its personalized recommendation in
the field of dynamic model federated learning.

The first article uses federated learning from the perspectives of personalized service systems and
intelligent service systems to demonstrate the advantages of federated learning in improving data
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accuracy through cases such as smart assistants, but at the same time, there are privacy leaks and poor
communication capabilities hidden dangers [7].

The second article uses an improved bias RSNMF method converts user behavior into user
preference for items, and collects data by constructing a user rating matrix, which effectively solves the
problem that the rating matrix is difficult to obtain. The fuzzy recommendation when accurately
describing one’s own needs and preferences is improved to improve the accuracy of the scoring matrix
[8].

In the third article, with the widespread use of federated learning in different fields, it is pointed out
that there is still a large research space on communication efficiency, privacy protection, unbalanced
data, and other issues. After improving the solution proposed in the article, carry out After comparison,
itis found that compared with the original method, there is a significant improvement. Finally, the article
puts forward new views on different future application scenarios such as cross-device learning or cross-
domain learning [9]. The third article puts forward new views on different future development directions
of federated learning, such as cross-device learning or cross-domain learning, after proposing solutions
to problems such as communication efficiency, privacy protection, and unbalanced data [9].

3. Related research

3.1. Federated learning overview and development history

Federated learning is a concept proposed by Google in 2016. In 2017, an article proposed the initial
concept of federated learning and introduced an algorithm called FedAvg [4]. After improving
communication efficiency through local training and aggregation schemes, etc., it has received
widespread attention [5]. At present, great progress has been made in the personalized integration model
of mobile applications and the financial field. Now, while the training effect is gradually improving, it
can also realize cross-platform and device model sharing and collaboration [6].

3.2. Research status in the field of dynamic model personalized recommendation
Next, through three articles, we will introduce the optimization of its personalized recommendation in
the field of dynamic model federated learning.

The first article uses federated learning from the perspectives of personalized service systems and
intelligent service systems to demonstrate the advantages of federated learning in improving data
accuracy through cases such as smart assistants, but at the same time, there are privacy leaks and poor
communication capabilities hidden dangers [7].

The second article uses an improved bias RSNMF method converts user behavior into user
preference for items, and collects data by constructing a user rating matrix, which effectively solves the
problem that the rating matrix is difficult to obtain. The fuzzy recommendation when accurately
describing one’s own needs and preferences is improved to improve the accuracy of the scoring matrix
[8].

In the third article, with the widespread use of federated learning in different fields, it is pointed out
that there is still a large research space on communication efficiency, privacy protection, unbalanced
data, and other issues. After improving the solution proposed in the article, carry out After comparison,
it is found that compared with the original method, there is a significant improvement. Finally, the article
puts forward new views on different future application scenarios such as cross-device learning or cross-
domain learning [9]. The third article puts forward new views on different future development directions
of federated learning, such as cross-device learning or cross-domain learning, after proposing solutions
to problems such as communication efficiency, privacy protection, and unbalanced data [9].

3.3. Comparison and analysis of other federated learning algorithms

Compared with the traditional FedAvg algorithm, in terms of algorithm performance, the convergence
speed of the FedDyn algorithm is faster. FedDyn algorithm is more complex than FedAvg when written
to run. At the same time, in terms of weight allocation, the FedAvg algorithm adopts a fixed weight
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allocation scheme, while the FedDyn algorithm adopts a dynamic weight adjustment method, which can
more flexibly and accurately allocate weights according to training requirements, and obtain more ideal
results.

4. FedDyn Algorithm Introduction

4.1. Algorithm Principles and Process
The Federated Dynamic Regularization Algorithm (FedDyn) proposes “a dynamic regularizer for each
device at each round, so that in the limit the global and device solutions are aligned” [10]

The principle can be understood as follows:

First, each participant selects the local model that best meets the requirements at the device port as
the training model, and after the participant selects the best model according to the requirements of the
model training indicators, uploads it to the central The server performs model aggregation. After
aggregation, according to the method of dynamically adjusting weights, dynamic weight distribution is
performed with contribution and reliability as weights for training, and then the training data is returned
to each device port. The local data has certain changes, so in the end, the data of different ports will be
shared to balance the final results.

Referring to Figure 1, the specific operation process can be obtained according to the principle:

First, assume that there are three different devices, namely devicel device2 device3, and initialize
them to the same model, namely model A.

After that, the data content is divided into several subsets, each device can only be accessed by itself,
and the device that gets the new data set is set as device A device B device C.

Then start local training for each device, that is, use different data sets for each device to train the
model to obtain train A train B train C.

After the training, the model obtained by the training result is uploaded to the central server, and then
the central server aggregates the parameters of the uploaded model to obtain new global model
parameters.

Send the obtained new global parameters to the respective devices to update the original data, and
use this data as the new data for the next round of training.

Before the output, judge whether the training stop condition is satisfied. If it is satisfied, the result
will be output and the training will end. If the condition is not met, the next round of iteration will be
performed with new data. Repeat the iteration until the output result is reached, then stop the iterative
output.

140



Proceedings of the 2023 International Conference on Machine Learning and Automation
DOI: 10.54254/2755-2721/39/20230591

‘7
I device1 I I devicez | I devices }._
t l
initialize l initiglize
I—> modelA -—1
{—devldef—] dei"’e —dev.aeW
——I deviceA l I deviceB l deviceC ]——
o °F
t al n train t al n

new new new
parameters1 parameters2 parameters3

Global model updating

condition

if match the condition

Figure 1. FedDyn Algorithm running flow chart(Picture credit:Original).

4.2. Detailed port selection strategy
The port selection of the FedDyn algorithm needs to consider two different indicators after the system
is initialized.

One is the contribution of the data update of different devices to the model update, and the other is
the degree of trustworthiness of the port participants. The combination of the two Adds weights to the
data model according to requirements, and after determining the weights, updates the data according to
the weighted model. Not only that, but the algorithm also evaluates and evaluates indicators for ports
including training speed, number of training rounds, and convergence speed. If the weight result is lower
than the evaluation or average level, the FedDyn algorithm will reassign the port task and assign it to a
port with a higher performance index to complete more training tasks, to ensure the best training results
as much as possible

4.3. Global model merging method

After the new data results are obtained, the global model update of the FedDyn algorithm will undergo
a dynamic selection of participants, and model training will be allocated according to the performance
of the equipment itself. After the dynamic adjustment is completed, the model data will be updated and
re-weighted to ensure that the impact of different data set sizes on the overall model will also change
according to the data set size. The impact of devices with more data sets on model updates will also be
Larger, to achieve the logic that large data sets have a greater impact on the overall model.

5. IV. FedDyn Algorithm advantage
5.1. Advantages of port selection strategies

Compared with the port selection of some traditional federation algorithms, the FedDyn algorithm can
dynamically select the appropriate port for model training, reducing the occurrence of port device
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overload or idle phenomena, improving resource utilization efficiency and effectively increasing
flexibility. and accuracy.

At the same time, the fusion of the two indicators of contribution and participant reliability makes
the FedDyn algorithm have more weight parameters to be considered in port selection. For
heterogeneous model training, even in the case of large differences in regional data, can still conform to
the logic that more contributed data accounts for a large proportion of the model, and at the same time
allocate more private data to trusted ports, effectively protecting the privacy and security of participants.

5.2. The meaning of dynamic weight adjustment

In terms of ports, dynamic adjustment enables each port device to adjust the weight in time according
to the contribution and reliability of each node port. Such dynamic changes can enable port devices with
better performance to obtain corresponding data sizes and improve their training performance. efficiency.
The dynamic weighting method can change the weight in a time when the port device fails or the
performance deteriorates, and the port can be replaced flexibly, which reduces the adverse impact of the
fault on the overall model.

On the other hand, the dynamic adjustment of the weight distribution gives full play to It maximizes
the utilization of different port nodes, greatly avoids the extreme phenomenon of some ports being
overloaded and some ports being limited, fully utilizes the performance of all ports, improves resource
utilization, and saves the loss of part of the calculation data. In terms of global model updates, the weight
of the data transmitted from the port to the central server is adjusted, which reduces the time for training
and evaluation. When the new data is returned to each port device, it can better adapt to changes in
environmental conditions, avoiding the If the device is damaged and the overall model training fails, the
data set on the device will be dynamically redistributed to maintain the stability and accuracy of the
global model.

5.3. Advantages of data privacy protection

The FedDyn algorithm itself is an algorithm under the framework of federated learning. Under the
security protection of federated learning, it also starts model training for each communication port after
anonymous processing. At the same time, the introduction of differential privacy technology has also
improved its protection of user privacy. While using noise interference, it also hides the sensitive data
privacy of users. It also strengthens the anti-interference ability of the global model and further improves
the performance of the algorithm. This makes The FedDyn algorithm superior to the privacy security of
the traditional FedAvg and other algorithms in terms of data privacy protection.

On the other hand, due to the method of dynamically adjusting weights, if strictly confidential data
is used, the FedDyn algorithm can increase the weight of reliability for trusted devices at the port, and
the dynamic adjustment also enables each training port to be more timely and strictly controlled Update
the model, and do as much precaution as possible. While improving data security, these improvements
are also conducive to improving the generalization ability of the federated learning model and improving
the overall performance of the model.

6. FedDyn Algorithm Application Scenarios

6.1. Personalized Recommendation System

Compared with other federated learning algorithms, the FedDyn algorithm has the advantage of
adopting a differential privacy protection method [11], and due to the dynamic weight adjustment of the
reliability, it will be more vulnerable to malicious attacks based on the server or client than other
algorithms. Algorithms are more protective [11].

On the other hand, the recommendation for user preferences can also be changed in time due to
dynamic weight adjustment. Compared with traditional optimization algorithms, new personalized
recommended products can be generated according to changes in demand faster, meeting user needs and
timeliness.
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6.2. Healthcare

In the medical field, federated learning makes it easier to collect a large amount of patient information
than doctors to increase the data set, the training time is short, the training cost is low, and the accuracy
rate is high. While reducing labor costs, it is beneficial to reduce the area due to data sharing The
difference is large, and the level gap between regions with backward medical level. At the same time,
since the private data of each medical institution is not required to interact, it only needs to be trained
on the same model, which greatly protects the internal data of each medical institution and also protects
the privacy of patients [12]. With the continuous generalization of federated learning, FedDyn, as a type
of federated learning algorithm, is widely used in the medical industry.

6.3. Financial risk control

With the current rise of financial fraud, financial companies need more secure technology to provide
financial services to customers while protecting customer privacy [12]. As a model algorithm for multi-
device joint learning, federated learning can effectively deal with a variety of different fraud training
methods. Among them, the FedDyn algorithm can be used to establish a model for joint construction of
fraud detection by different financial institutions, and it is also used for the training of models such as
transaction monitoring [13,14]. The training of these models is easy to obtain prevents different ways
of fraud, and improves the monitoring and computing capabilities of the equipment. Because of the
outstanding privacy protection performance of this algorithm, it can also better protect the privacy of a
large number of user data of each institution, so this algorithm has been widely popularized and applied
in the field of financial risk control.

7. Conclusion

7.1. Summary and Review of FedDyn Algorithm

As an optimization algorithm for federated learning under distributed machine learning, there are certain
differences between the FedDyn algorithm and the traditional FedAvg algorithm in terms of weight
adjustment and other aspects. The core of the FedDyn algorithm is to introduce a dynamic deep neural
network structure and modify the required model in multiple iterations in the face of large differences
in multi-party data sets. Its innovation is that dynamic weight adjustment improves the flexibility and
accuracy of the algorithm, and at the same time hides private data through noise interference. In a word,
the FedDyn algorithm, as an optimization algorithm for federated learning, can adapt to the performance
and data quality of different devices and improve the performance of the model. and generalization
ability.

7.2. Algorithm advantages and limitations discussion and future development direction and outlook

As an optimization algorithm, FedDyn has great advantages in dynamic allocation, unbalanced data
allocation, and non-independent allocation. Due to the adoption of a dynamic weight adjustment
algorithm, compared with other optimization algorithms, the FedDyn algorithm will be more flexible in
the use of each port device, and the reasonable distribution of data training according to the performance
of the device will not cause waste of resources, but also improve the accuracy and flexibility of training.
At the same time, in terms of privacy and security, the FedDyn algorithm has also been significantly
improved. However, as an optimization algorithm with a short research time, since it needs to connect
to the central server and upload training update data, it has high requirements on the central server, so
if the communication signal is poor, it may affect the accuracy and time of the training results. Failure
of the central server can have a huge impact on the accuracy of the algorithm. At the same time,
compared with traditional optimization algorithms such as FedAvg, this algorithm has a higher degree
of complexity in operation and programming. At the same time, due to the use of the weight adjustment
strategy of the contribution degree, sometimes the proportion of the model accounted for by the device
port with huge data may make the contribution to the global model too obvious, resulting in the
contribution of other devices being ignored, resulting in serious data errors. At the same time, due to the
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particularity of dynamic adjustment, it is difficult to use this algorithm in combination with other
optimization algorithms in practical applications, resulting in isolated cases of use.

At present, this algorithm is widely used in the financial industry, and it is also used in personalized
recommendation and medical treatment. With the further development of federated learning, it is
believed that this algorithm will break through the constraints of isolated algorithms. In the future, the
system linkage and personalization in smart cities The optimization and protection of the
recommendation algorithm play a huge role. As an emerging optimization algorithm, the future
application scenarios will be broader, and it also provides a new way of thinking for the further
development of federated learning.
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