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Abstract. This article designed and optimized a 4-bit absolute-value detector mostly using
Complementary Metal Oxide Semiconductor (CMOS) static logic and transmission gate logic
(PTL). In terms of overall architecture, the implementation of logic circuit functions is primarily
separated into two modules, including the absolute value detector and the comparator. This paper
identified the critical path of the final detector and conducted research and simplification on it to
improve the general functionality of the detector which can compare the value of two numbers.
To shorten the delay time in the circuit, this paper reduced the number of components on the
crucial path. After calculating, the critical path delay is approximately 61.065 and the initial
energy consumption for a minimum path delay is 51.06. To obtain the least amount of delay and
energy use, three different techniques were used in this investigation. Ultimately, we found that
the circuit optimized using the “Changing V;p and Sizing” method was the most efficient. The
optimized critical path delay remained around 61.065, and the energy consumption under
optimized critical path delay was reduced to 10.845. The final implementation achieved a
decrease of 82.2% in energy consumption while maintaining the critical path delay unchanged.

Keywords: Encrypted Communication, Digital Signature, Absolute Value Detector, CMOS,
PTL.

1. Introduction

Ensuring the security and privacy of data in modern communication has become a critical task [1].
Encrypted communication, which involves encrypting and decrypting data using cryptographic
techniques, is widely employed to protect the confidentiality and integrity of sensitive information.
Comparators, specifically four-bit logic comparators in this article [2, 3], play a crucial role in the
decoding process of encrypted communication. These electronic circuits compare received encrypted
data with encryption keys, enabling the recovery of the original information.

This research paper proposes two designs of 4-bit absolute value detectors, one utilizing static CMOS
logic and the other incorporating PTL for optimization [4, 5]. These designs combine different types of
logic circuits to achieve efficient absolute value detection functionality. The absolute value detectors
are crucial components in the overall circuit topology, which includes a 3-bit comparator. The
comparator compares the output of the absolute value detector with a predefined threshold value to

© 2023 The Authors. This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0
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determine whether the input number is greater or smaller. The importance of secure communication and
the role of absolute value detectors in encrypted systems highlight the significance of optimizing these
circuits for improved performance. This paper focuses on critical path calculation and optimization
techniques to minimize energy. By adjusting the value of VDD and the sizing of transistors, the delay
can be increased to 1.5 times the minimum delay.

2. Working principle

In the realm of contemporary communication, ensuring the security and privacy of data has emerged as
a pivotal undertaking. Encrypted communication, employing cryptographic techniques, has become a
widely utilized approach to safeguard the confidentiality and integrity of sensitive information, allowing
only authorized individuals to access and comprehend the content [6]. The process of encrypted
communication typically encompasses several steps, including encryption, transmission, decryption,
and authentication.

In addition to the requirements of high data rates, low latency, and resistance to interference, the
demand for maintaining the confidentiality of communication content has become increasingly crucial
in the context of ubiquitous connectivity and the global interconnection of devices. Applications such
as smart homes, social media platforms, and online shopping websites bring immense convenience to
individuals, but they also pose privacy risks due to inadequate confidentiality measures. Encrypted
communication plays a vital role in mitigating these risks, ensuring that personal information remains
secure and protected.

For instance, in applications involving facial recognition, the extraction of facial feature points can
serve as digital signatures for personal information websites, or encrypted communication between
smart home devices [7, 8]. Within the process of signal transmission, absolute value comparators can
effectively calculate the bit error rate [9]. During signature verification, comparators serve as tools to
validate the authenticity and validity of signatures [10]. To facilitate the processing of digital signals by
the numerical comparators, certain preprocessing steps are necessary during signal transmission. These
steps may include sampling, filtering, and analog-to-digital conversion (ADC). Figure 1 illustrates the
encoding and decoding process of raw data.
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Figure 1. The process of coding and decoding (Photo/Picture credit: Original).

During the process of signal transmission, information undergoes encoding before propagation and
decoding at the receiving end. In wireless communication systems, where spectrum resources are non-
renewable, ensuring efficient and stable interaction throughout the entire communication system is
essential. Source encoding fundamentally involves converting analog signals into binary form. On the
other hand, channel encoding serves as the foundation for encrypted communication by replacing
original data bits with other bits, thus achieving encryption of the information. The data processed
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through channel encoding is referred to as codewords. To prevent information loss, the length of
codewords in the encryption process is often greater than the length before encoding. This means that
during the encoding process, additional bits, known as redundancy bits, are added to the original data.
Although the inclusion of redundancy bits, which maintain the integrity of the information, reduces
deviations caused by noise interference during signal transmission, there is still a possibility that the
encrypted algorithm-replaced valid data may not be correctly decrypted. Figure 2 demonstrates the
structure of bit error rate (BER) generator. Hence, the introduction of digitally encoded signals after
source encoding and decrypted signals after channel decoding as the threshold and operand of the
comparator. This approach ensures the correctness and reliability of signal transmission.
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Figure 2. BER detection (Photo/Picture credit: Original).

In addition to being a tool for detecting bit error rates, absolute detectors can perform a similar
function in the verification of digital signatures shown in figure 3. Due to the extremely high security of
digital signatures: protection against man-in-the-middle attacks and cross-site request forgery (CSRF),
it can be well applied to authentication systems: device authentication, user authentication and third-
party authentication, etc [11, 12]. Its core working principle is to uniquely prove the identity of the
sender by providing identifiable digital information. In such a system, there are usually two
complementary types of operations: one is the signing operation and the other is the verification
operation. Signing is performed by the sender holding the private key representing the identity, and
verification is done by the public key held by the receiver. The determination of identity is achieved by
the comparison of hash values, and during the verification process, if the hash value of the data does not
match the hash value decrypted by the public key, it can be determined that the operation was not
performed by the owner of the private key. The comparison of hash values is achieved using numeric
comparators, which are discussed in the following sections.
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Figure 3. The process of generating digital signature (Photo/Picture credit: Original).
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3. Circuit topology selection

Our final detector is made up of a 4-bit detector which can achieve absolute value conversion and a 3-
bit comparator to compare the value of input. The purpose of this part of detector is to determine whether
the input number is negative based on the input sign bit. The 3-bit comparator is then given the input’s
absolute value, which is taken from there. The later comparator compares the number received from
the former detector with a given threshold value. The final comparator’s output is only “0” or “1”. The
circuit produces “0” if threshold value is higher than the input value. The circuit outputs “1” when the
threshold value is lower than the input value.

3.1. The detector

This detector can achieve absolute value conversion. The sign bit A3 and the contents of the other 3
input signal bits make up the input of this kind of value detector. A3 represents the highest bit of the
input, while A0 represents the lowest bit. When the value of A3 is “0”, the input is defined as a positive
number. When the value of A3 is “1”, the input is defined as a negative number. In this case, we need
to implement the output as the two’s complement of the input when it is negative. Therefore, we can
derive the truth table about the value conversion.

Table 1. Truth table for detector values.
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Based on the truth table, we can determine the connection between the inputs and outputs, and
subsequently derive the corresponding expression.

By = A; @ 4 1)
By =A—1€9(A—0‘A3) 2)
Bz=((A_0’A3)'A_1)@A_2 3)

Through the analysis of the expression, we have obtained the final circuit structure for the former
detector in figure 4, which consists of inverters, half adders and 2-1 multiplexers.
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Figure 4. The 4-bit absolute value detector’s internals (Photo/Picture credit: Original).

3.2. The comparator

The function of this comparator is to compare the absolute value of the input with a predetermined
threshold, in order to determine which value is greater and output the corresponding result. Based on
the relationship between the inputs and outputs mentioned earlier, we can directly obtain the truth table
for the 3-bit comparator. The 4-bit absolute value detector’s outputs (B2, B1, B0) and threshold values
(C2, C1, CO) are the comparator’s inputs. The output of the comparator will be either “0” or “1” based
on the comparison result. The truth table for the later comparator is Table 2.

Table 2. The part of truth table of the later comparator.
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Based on the truth table, we can observe the output equation (4).

Y= (C_O'BO)'(Bl ® Cy) - (B, EBCZ)"‘(C_l‘Bl) (B, © ) + (C_Z'Bz) 4)
Through the analysis of the expression, we have obtained the final circuit structure in figure 5.
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Figure 5. The 3-bit comparator’s internals (Photo/Picture credit: Original).

3.3. The final combined structure

By combining the former detector and later comparator in series, the circuit can compare the absolute
values of two 4-bit inputs and determine their relationship (greater than, less than, or equal). This allows
for the comparison of positive and negative numbers without considering their signs, which means we
achieve an absolute-value detector. So it can get the final combined internal of absolute-value detector
in figure 6.
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Figure 6. absolute-value detector’s internals (Photo/Picture credit: Original).

Furthermore, through software validation, we have found that the designed circuit can correctly
achieve the intended logical functions, namely the conversion of absolute values and comparison of
numerical magnitudes.

4. Critical path calculation and optimization

This part first focuses on obtaining the minimum delay and corresponding energy on the critical path of
a specific circuit structure, and through various optimization methods, achieves a minimum delay that
satisfies 1.5 times the original minimum delay, while minimizing energy consumption. Secondly, it
further extends the use of PTL (Pass-Transistor Logic) structure to modify the original circuit topology,
reducing the number of transistors used, thereby fundamentally reducing both delay and energy
consumption.

4.1. Delay model and calculation

Based on the circuit topology determined in Section 3, the delay model, namely the critical path, is
illustrated in figure 7.
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Figure 7. The critical path of our design (Photo/Picture credit: Original).

In this design, the delay of the critical path passes through a 15-level gate circuit. The specified unit
inverter sizes are Wn = 430mm, Wp = 650mm, Lp = Ln = 100mm. According to equations below, the

g, p, and b parameters for each gate level can be listed as shown in Table 3.

Table 3. Specifics in circuit design.

stage gate g p b
1 INV 1 1 1
2 NAND 1.398 2 2.43
3 INV 1 1 2.43
4 NAND 1.398 2 1
5 INV 1 1 1
6 XOR 4 4 1
7 2-1 Multiplexer 2.24 6 1
8 INV 1 1 1
9 NAND 1.398 2 1
10 INV 1 1 1
11 NOR 1.6 2 1
12 NAND 1.398 2 2.28
13 INV 1 1 1
14 3-input NOR 2.2 3 1
15 INV 1 1 1

Therefore, the calculation yields:
G = gl X g2 X g3 X e X g15 = 114’08
P=p;+p; +p3+-+pis = 30
B= b1><b2 Xb3X"'Xb15 =35

1 1
f = Fis = (GBP)1s = 2.071

()
(6)
(7)
(8)

Based on the obtained parameters mentioned above, we can calculate the minimum delay of the

critical path as follows:
Dmin = P+ N X f=61.065

(9)

When calculating the total energy, it is necessary to consider the transition probability of each level
from 0 to 1 and from 1 to 0, as well as the load capacitance of each level. In this design, the final load

C. = 32 and the probability a,_,; and load capacitance of each level C; are shown in Table 4.
Cp = Ci + Cipq + Chranch
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Table 4. ay_,; and C;.

stage o1 C,
1 0.250 2.815
2 0.188 4.509
3 0.188 8.269
4 0.109 9.049
5 0.109 10.665
6 0.250 10.914
7 0.250 7.576
8 0.250 6.908
9 0.250 7.592
10 0.188 13.953
11 0.188 21.614
12 0.249 20.118
13 0.249 24.33
14 0.250 31.861
15 0.250 47.451

According to the parameters shown in Table 4-2, we can obtain the following results at the given
tlme VDD = 1V

Eror = @ X C, X V3p = 51.061 (11)

4.2. Delay optimization

After determining the minimum delay and energy, it is necessary to optimize the parameters so that the
delay is 1.5 times the minimum delay while minimizing the total energy. In this section, two types of
optimization methods are mainly employed: one is to change the sizing and fanout values without
altering the circuit structure to modify the delay; the other method is to use PTL (Pass-Transistor Logic)
instead of CMOS (Complementary Metal-Oxide-Semiconductor) logic to construct a 2-1 multiplexer,
thereby reducing the original minimum delay and energy consumption.

4.2.1. Only changing Vpp.

After calculating the minimum delay of the critical path for the given circuit topology as 61.065, we can
determine that the desired 1.5 times delay is 91.598. According to the formula (12), (13) for the delay
of the critical path, it can be observed that the delay is related to Vpp:

_ Vbp
T=kx (Vpp—Vr)? (12)

Topt = L.5Tmin (13)
Therefore, based on the proportional relationship, we can obtain the equation:
Vbp 5
(Vbp=VT)" _ Topt (14)

VpDp
2
(Vbp-VT)

In this equation Vpp = 1V, V1 = 0.2V, when we substitute the values and only modify the Vpp, we
can obtain that when Vpp = 0.776V, the delay becomes 1.5 times the minimum delay, and the total
energy at this point is 30.985.

Tmin
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4.2.2. Only changing sizing
When changing the sizing while keeping the Vpp = 1V unchanged, Excel Solver can be used as a
solving tool. The size of each gate in each level is treated as a variable parameter. By utilizing the delay
of each gate circuitd = g X h + p X v, the delay of each level d can be obtained, and thus the overall
delay D, can be determined. The constraints include the condition D,,, = 1.5D,,;, that sizing should be
between 1 and 2, as well as the constraint.

From this, it can obtain the comparison between the sizing of each level obtained from the final
solution and the original sizing, as shown in Table 5.

Table 5. sizing of each gate.

stage Sizing(new) Sizing(original)

1 1 1

2 1 1.815
3 1 2.694
4 1 5.575
5 1 3.474
6 1 7.191
7 3.386 3.723
8 1 3.853
9 1 3.055
10 1 4.537
11 1 9.416
12 1 12.198
13 1 7.92
14 1 16.41
15 1 15451

At this point, the requirement of delay being 1.5 times the minimum delay is satisfied, and the total
energy is 15.375.

4.2.3. Changing Vpp and sizing

Through the two sections where only the Vpp or sizing is changed, we can determine the lower bounds
for changing Vpp and changing sizing. This means that when combining both optimizations, the
adjustment range cannot exceed the numerical range achieved by individual changes. By changing both
Vpp and sizing, the optimal solution for delay and energy can be achieved. Assuming we first adjust the
sizing to achieve a delay that is 1.2 times the minimum delay, using Excel Solver reveals changes in
sizing. The updated sizing is shown in the table 6 below.

Table 6. Sizing when changing both V,;, and sizing.

stage Sizing(new) Sizing(original)

1 1 1

2 1 1.815
3 1 2.694
4 1 5.575
5 1 3.474
6 1 7.191
7 1 3.723
8 1 3.853
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Table 6. (continued).

9 1 3.055
10 1 4.537
11 1 9.416
12 1 12.198
13 1 7.92

14 1 16.41
15 1.569 15.451

At this point, the delay is D = 1.2D,;, = 61.065 , and the energy is 14.467. To satisfy the 1.5 times
delay requirement by adjusting, since the relationship between the delay and Vpp has been explained in
the previous section, the calculation formula is as follows:

14))5) .
(Vpp-vr)” _ 15 (15)
_ 1 _ 1.2
(1-0.2)2

The final calculation result is obtained as Vpp = 0.8658V, and the energy at this point is 10.8446.
The entire optimization process can be illustrated as shown in the figure 8.

Energy Min-delay sizing
‘ e
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AE(Szng=365%8 | - Sizing only
"""""""""" __ Vdd only
1—3-622 .| Sizing and Vdd

AD(Sizing) AD(Vdd)

10.845

61.065 91.5975 Delay

Figure 8. Optimization of Vj,, and sizing (Photo/Picture credit: Original).

4.3. Using PTL logic
Although CMOS logic can eliminate threshold voltage loss to achieve full swing, it requires a larger
number of transistors, resulting in increased delay and energy consumption. On the other hand, PTL
logic allows bidirectional transmission, which effectively reduces the number of transistors and
fundamentally reduces the total energy and minimum delay.

Specifically, in the circuit design, the 2-1 multiplexer that was originally implemented using CMOS
technology is replaced with PTL logic. The specific circuit structure is shown in figure 9.
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Figure 9. 2-1 multiplexer using PTL (Photo/Picture credit: Original).

In the calculation of the g and p parameters for PTL logic, it is necessary to backtrack and find the
path to either Vpp or GND. Therefore, the 2-1 multiplexer can be considered with the preceding XOR
gate. As a result, the number of stages N is reduced from the original 15 to 14. In PTL logic, the width-
to-length ratio of NMOS and PMOS transistors are equal. In this design, we take Wp = W, = 430mm.

The newly added XOR gate and the overall structure of the 2-1 multiplexer have g =4,p = 24 4=

10.8
5.593.
Based on this, it can calculate the values of G, P, and f parameters for different circuit topologies:

G = g; XgyXgyX-+Xgyy = 50929 (16)
P=p;+p, +p3+--+pis = 25593 a7
B = b; Xby Xbz X+ Xbys =35 (18)

f = "VF = "VGBP = 2.152 (19)

Due to the changes in the parameters D,,;,,E¢o » @and h are also correspondingly altered. As a result,
we can obtain the final minimum delay and the modified energy as follows:

Dpin = P+ N X f=55.721 (20)
Eror = a X C, X V2 = 43.238 (21)

Through the calculations, it can be observed that using the PTL structure can reduce delay and energy
consumption. Therefore, if this structure is considered for use in very large-scale integrated circuits
(\VLSI), it can significantly reduce energy consumption and delay losses.

5. Conclusion

This paper provides a primary exposition on the design and optimization of a 4-bit absolute value
comparator. Taking into consideration the requirements of delay, energy, and size in encrypted
communication, the article explores four distinct methods to optimize the performance after establishing
the circuit’s fundamental structure and topology. Through the four optimization methods mentioned
above, it can be observed that the PTL structure, due to its alteration of the circuit’s topology,
fundamentally reduces the delay and energy consumption. When using the method of changing only
Vpp, the delay meets the requirement of 1.5 times, but the energy does not decrease significantly. When
using the method of changing only sizing, there is a noticeable reduction in energy. However, when
simultaneously changing both Vpp and sizing, the energy reaches its minimum value. Therefore,
simultaneously changing Vpp and sizing is the optimal method.

Regarding the directions for further optimization, there are currently two main approaches that focus
on optimizing the transistor itself. One approach involves altering the width-to-length ratio of MOS
transistors. Since the width-to-length ratio affects the on-resistance and parasitic capacitance, it will
inevitably impact both delay and energy consumption. The other approach involves modifying the
material of the conventional MOS transistors by using a semiconductor material called GaN. GaN offers
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excellent optical characteristics and higher carrier mobility, which can effectively reduce delay by
increasing Ipg . Therefore, in future research, changing the width-to-length ratio and exploring
alternative materials are promising directions for improvement.
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