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Abstract. Blockchain is a decentralized, distributed ledger that records transactions between two
parties. A blockchain-based software system is a new and innovative approach to software
engineering that uses blockchain technology. This approach has several advantages over
traditional software engineering approaches, including improved security and transparency. The
most common software engineering approaches are waterfall, agile and hybrid models. Each of
these has its strengths and weakness. A blockchain-based system has the advantage of being
more secure and transparent than any of these approaches. It also can track changes more
accurately, which can improve quality control. Blockchain technologies have incredible potential
but also have some problems. One problem is security and privacy issues, which brings into
question the resilience of existing security and trust mechanisms. The distributed application
(dApp) framework for the proposed electronic voting system is built with the help of blockchain
technology in this proposal. As a result, fewer crimes has committed against sensitive data during
the electoral process because of immutability, transparency and privacy. Ganache, Metamask
and hashing algorithms are used to develop the dApp. The paper's strengths lie in its ability to
create and analyze threat models for blockchain-enabled-electronic voting systems and to
identify the types of threats using Microsoft STRIDE.
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1. Introduction

Blockchain technology's theoretical foundation has been made on the work of Bitcoin pioneers like
Satoshi Nakamoto, and recent breakthroughs in cryptography have made it possible to build practical
applications using this technology [1][2]. Blockchain techniques can be used to create robust, self-
managing software systems. A process model can be developed that describes how the system's various
components interact. Models help understand how a system behaves, and they can be used to design
improved systems or to improve the performance of existing ones. A blockchain-based software system
can improve the efficiency and transparency of software development processes. Eliminating the need
for intermediaries can reduce costs and improve communication between developers and managers. It
can use for many different purposes, but it has a vast potential for use in other industries such as finance,
banking, and healthcare [3]. For example, blockchain can create more efficient ways of sharing data
between parties without having to trust each other. In addition, it could use in many different sectors,
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including social media, advertising, and e-commerce. Blockchain technology is a novel approach to
software systems management. It provides a principled and transparent way to store and manage data
across distributed nodes.

Hsiao et al. [4] implement a decentralized e-voting application without a trusted third party by
combining blockchain technology with a secret sharing scheme and homomaorphic encryption. It allows
for a public and verifiable voting process without compromising voter privacy, data security, or the
ability to verify votes before they are counted. Patidar et al. [5] demonstrate that the privacy, integrity,
security, enormous cost, and centralization issues associated with using an antiquated paper ballot
system have plagued all countries for decades. The number of problems on the move is increasing, but
the number of solutions is not. Then we transitioned to electronic voting, which still didn't resolve many
problems. Using Ethereum and smart contracts, they present a new framework for implementing BC in
an electronic voting system. Using Ethereum and smart contracts allows us to put the Truffle framework
to use, which is used to test and verify smart contracts. Connecting to Ethereum nodes is done with the
help of a Google Extension called Meta-mask. The goal of Ethereum is to facilitate the creation of any
kind of network, private or public, by its developers.

E-voting that is based on blockchain technology has great potential, but it needs to be made more
secure and more privacy. It was determined that frameworks need improvements in relation to
blockchain practical applications [6][7].The main contribution of this paper is to create and analyze
threat models for blockchain-enabled-electronic voting systems and to identify the types of threats using
Microsoft STRIDE [8]. It also provides instantaneously accepted, more accurate counting results while
protecting voters' privacy [9].

2. Materials and Methods

2.1. Blockchain-based E-Voting System

Government officials and citizens alike are unhappy with the election outcomes, which they call
unpredictable [10]. Finally, we have a better answer for the current issues plaguing the electoral contract,
such as tampering, out-of-precinct voting by non-residents, slow analysis and totaling of votes, and
excessive use of resources [11]. A distributed application (dApp) threat model is developed to
implement the proposed electronic voting system using blockchain technology is shown in figure 3.The
identified types of threats using STRIDE for blockchain e-voting system is shown in figure 4. The
number of crimes involving the processing of sensitive data in the electoral contract system is reduced
because of its immutability, transparency, privacy, and receipt freedom, which are all unparalleled
[12][13]. Ganache, Metamask, and the provided hashing algorithm were used to build the decentralized
application is shown in figure 1, figure 2. Distributed ledger technology (blockchain) could develop a
trustworthy voting system [14]. All the votes would be recorded in the distributed ledger system, making
it impossible to alter or forge the results [15]. As a result, voter confidentiality is maintained, and the
tally of votes is completed more quickly and accurately [16].

3. Proposed Methodology

By incorporating blockchain technology, the proposed system enhances the security and confidentiality
of the existing, paper-based electoral contract system [17]. The best way to prevent rigging at the polling
place, during the count, or in the final tally is for everything to be open and public [18]. A block must
be distributed across a blockchain for each participant to implement this functionality. Votes cast by
voters are recorded as transactions in the ledger.

3.1. Proposed Privacy and Security Preserving electronic enabled voting
Step 1: Create a local ganache network; unique account creation is created for voters with blockchain
Transaction 1Ds, Addresses and Ethereum Balance.

Step 2: The identity verification & validation process with the unique account creation id, voter proof,
and Smart contract (SC) is created for the voters.
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Step 3: Candidate Process to call vote function () of SC using voter’s public key; SC pays in ETH gas
to a crypto wallet

for j= candidate '1' to candidate 'n' do
check eth_balance
if eth_balance >= threshold_cost
block[j] is created // new_uservote created with Ethereum gas
else
block[j] =null // no account is created
Step 4: E-voting transaction mapping with authentication where transaction ID is created.

Step 5: If the consumption of transaction gas limit is decreased, the transaction is submitted for mining,
the block is appended in the main Ethereum chain, and the vote count has increased.

Step 6: The voter button is disabled once candidates cast a vote.

Step 7: The Data flow diagram is modeled for Blockchain-enable E-voting system and identifies the
threat, property violation, threat definition, severity and SDLC phase.

Step 8: The threat report is generated and its blockchain attacks is mitigated.

4. Experimental Result

Election Results -] * e ) (@

PS.PP87ETH

Figure 1. User Vote Successful after confirming Ethereum.

906



Proceedings of the 3rd International Conference on Signal Processing and Machine Learning
DOI: 10.54254/2755-2721/6/20230797

) ACCOUNTS

MMEMONIC HO FaTH
valve arrive return phone differ ring carry liar le e stumble s i’ /667 /0 /6 account_index
aponess BALAKGE T COUNT [
@xb4DDAF139a2B5927442Cf820d44FBas7AaEclebd  99.99 ETH 4 ] &
ADORESS BALANGE Txcount e &7
@x3FF CD6Ea85CBFIB6F 2¢8731A19  100.00 ETH 1 1

s s T count neEx &
@xAD72ee73112dBFOabA4c114328CES784999b06b9  100.00 ETH ] 2 7
AvoRESs BALAGE X couNT upex &
8x28Bdb6cake70ce®334bEB10ACIS3ISB4AFTS818D4A  160.88 ETH 8 3
aponEss BALAKCE X GouNT =] &
8x327D6A1AB7D26aeb4B1C6cE2ZFI487059F7530c9F  1008.88 ETH 0 4 &
avonEss e TxcounT InoEx P
ex43a 2Af126a 100.00 ETH 0 5 &
avoness aaLaNGE T CouNT Ineex &
@xEDb94dF2d1a6FBEGAD3ST3b505946425b9E54D25  1808.08 ETH 0 6
apoRess BALANCE X couT [
@x8eCd0857779bD9IABIdACD3509c8943F4DBFSEAC2  188.08 ETH ] 7 &
0x0fA54488634F338BCIe46801F2b12bCI9IIDISEAE  100.60 ETH &
AvoREss BaLce TxcounT noex &
9x8b010af7528ac343886F23975f5b158127¢c96b70  100.00 ETH L] kl

Figure 2. Transaction count increased after submitting the vote.
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Figure 3. Threat Model for E-Voting enabled Blockchain.
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Figure 4. Threat report of STRIDE category for E-voting enabled blockchain.

5. Conclusion

In this section we will look at the security implications of blockchain technology, what it means for the
future of privacy and security in the digital world and how it could be used for nefarious purposes by
governments or criminals. Ever since its conception, blockchain technology has generated intense
debate. Though it's used for storing data and conducting transactions safely, some people are wary of it
due to privacy and security concerns. Blockchain has been used for a variety of different purposes, from
digital currencies to identity management. A few people have begun to shift their attention away from
the technology’s potential as an asset class and towards its potential as a threat vector. The proposed
threat model is to create and analyze threat models for blockchain-enabled-electronic voting systems
and to identify the types of threats using Microsoft STRIDE. It also provides instantaneously accepted,
more accurate counting results while protecting voters' privacy. Further, blockchain has seen use in
domains disparate as a digital currency and identity management. Because of this, some have viewed
the technology less as an investment opportunity and more as a security risk.
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