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The growing adoption of machine learning across areas like healthcare and finance
has raised serious concerns around data privacy. Traditional techniques such as differential
privacy or federated learning often come with limitations—whether in accuracy,
communication cost, or reliance on secure protocols. Fully Homomorphic Encryption (FHE)
offers a promising alternative, enabling computation directly on encrypted data and making
it possible to use data without ever seeing it in raw form. This paper explores how FHE can
be integrated with machine learning workflows, from traditional models like linear
regression and decision trees to complex deep learning architectures. We review mainstream
FHE schemes and core technologies that make private ML feasible. In particular, we analyze
the unique challenges of adapting different model types to FHE constraints and highlight
real-world  applications in medical imaging, financial models, and edge
intelligence. However, critical bottlenecks remain. Large models still face efficiency issues,
dynamic data settings are poorly supported, and the field lacks standardized benchmarks.
Through this review, we outline key future research directions that can help transition FHE-
based machine learning from theoretical promise to practical reality.

Fully Homomorphic Encryption (FHE), Privacy-Preserving Machine Learning,
Encrypted Data Computation

The widespread use of machine learning (ML) in finance, security, healthcare and other privacy-
sensitive domains requires large-scale collection and processing of personal data, which creates
substantial leakage risks and has triggered strict regulations such as the GDPR [1]. Traditional
privacy-preserving techniques each have inherent limitations: differential privacy inevitably
degrades accuracy [2], and federated learning remains vulnerable to inference and poisoning attacks
[3]. In contrast, Fully Homomorphic Encryption (FHE) enables ML computations to be performed
directly on encrypted data so that raw data and intermediate results never appear in plaintext,
offering a compelling solution for high-privacy Al scenarios.

Since Rivest et al.’s early work on privacy homomorphisms [4] and Gentry’s first FHE scheme
based on bootstrapping [5], lattice-based constructions [6], leveled FHE and techniques such as
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modulus switching [7] and CKKS [8] have greatly improved practicality. On this basis, FHE-
friendly ML models and tools have emerged, including CryptoNets for encrypted Convolution
Neural Network (CNN) inference [9], optimizing compilers like CHET for automatic parameter
selection [10], and hardware acceleration such as Intel HEXL [11]. These advances have enabled
applications in areas like medical image classification and financial risk control, yet efficient
training of complex models, as well as unified performance and security evaluation frameworks,
remain open challenges [12].

The objective of this paper is to systematically summarize the technical paths, application
scenarios and open problems in the integration of FHE and ML, with a particular focus on the
adaptation mechanisms between different ML models and FHE schemes. The goal is to provide a
concise reference framework that links theory and practice and supports the design, implementation
and evaluation of privacy-preserving ML systems based on FHE.

The basic idea of FHE is to do operations on encrypted data without decrypting it. So, when the user
has an input message and a model that supports FHE, the system will first encode this message to a
plaintext, and encrypt the plaintext to a ciphertext with a private secrete key, following the given
rules of the encrypting scheme used in the model. There are several public keys that are known for
all and have different purposes. Next, this ciphertext is provided to the model, and the model will do
homomorphic operations on the ciphertext, producing a ciphertext result to the user. The user can
finally use the secrete key to decrypt the ciphertext and decode it to receive the result visibly.

The homomorphic operations are denoted by @ (addition) and ® (multiplication). Given two
plaintexts a and b, we denote Enc(-) and Dec(-) to be the encryption and decryption and the
homomorphic operations satisfy the following rules:

Dec(Enc(a) ® Enc(b)) =a+b (1)
Dec (Enc(a) ® Enc (b)) =a xb (2)

Each ciphertext carries an inherent noise term (quantified as the error in the LWE problems),
which will be erased after successfully decrypting if the noise does not exceed a threshold ruled by
the safety parameter of the cryptosystem. However, the noise is amplified with each homomorphic
operation on ciphertext, particularly with multiplication. If the intrinsic noise exceeds the threshold,
the decryption will fail. As a result, bootstrapping plays an important role in refreshing the noise of
the ciphertext. It will reduce the noise to a manageable level and thus allow subsequent
homomorphic operations while maintaining security and accuracy.

Single Instruction Multiple Data (SIMD) operation is a parallel technique that significantly
enhance the efficiency of homomorphic encryption scheme. By enabling the encoding multiple
messages into a single ciphertext, SIMD allows homomorphic operations to be applied
simultaneously across all messages within that ciphertext. This approach effectively reduces the
computational overhead associated with processing large volumes of data, thereby improving
throughput and optimizing resource utilization. There are several mainstreaming FHE schemes.
Table 1 provides a comparison of these schemes.
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Table 1. Comparison between different FHE schemes

Scil:rﬁes Data Type Advantages Suitable model Drawbacks
CKKS nfrziler Can p;(zl(;zzzrf:f)aﬁng Deep learning Precision loss, noise scale O(n)
BGV/BFV Integer Controllable accuracy Traditional ML Need to prep rii)lf[::;rparameters o
TFHE Boolean Fast bootstrapping Liilll (t)\;/:lisght Cannot e‘;?;;fﬂ?g} ynomials
2.2. Principles of ML
There are several models to be discussed. For linear regression, we have
Y=0+8X1+...4+ BpXp (3)
to describe the linear relationship between p explanatory variables X;, i=1,...,p and the
response variable Y . A set of parameters i, i=0,...,p are needed to be determined by least

square estimation in order to minimize the sum of squares of errors between predicted and actual
values.

The Logistic Regression is used to classify the events by producing probabilities of the binary
results. It computes a linear predictor and then transforms it to obtain the predicted probability by
the Sigmoid function. The Sigmoid function is given by

o: (—o0,+00) — [0,1}, o(z) = Hlefz 4)

The Decision Tree is a supervised learning algorithm to do either classification or prediction
based on using feature conditions to partition the sample space.

The CNN is composed of several functional layers. We first input our images into input layer, and
then do convolution process in convolution layer. The convolution process is outlined in Figure 1,
where the convolution kernel slides through the input image with given parameters, such as strides
and padding, and does dot product on each convolution window to produce an output. Then we have
activation layer, which adds non-linearity to the output by calculating activation function element-
wise, and pooling layer, which extract a representative value, such as mean value or maximum
value, from each local region in order to reduce the output size and computations. Finally, we have
Full Connected layer to linearly transform the output into a vector, which is the final output
representing probability or score of each category. A rough diagram of CNN is given in Figure 2.
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Figure 1. Convolution process with stride 2 in both height and width
2.3. Core requirement in privacy-preserving ML

Normally in privacy-preserving ML, in inference phase, the users may expect that the data is
protected during its full lifecycle. It means that not only the original input, but also all the
intermediate results computed by the model are required to be encrypted and protected. In addition,
the model’s parameters should be protected after training phase. However, the safety level should be
balanced with the model efficiency. If the encryption parameter is too large, the inference time will
be much more delayed compared with plaintext model inference. So, the users should choose
acceptable parameters for encryption that can withstand quantum attack, instead of pursuing
arbitrarily large parameters.

3. The technical pathways of the integration of FHE and ML
3.1. Optimization and adaptation when encryption

Before encrypting, the users can divide the high-dimensional input into several components in order
to fit the polynomial degree of FHE. For example, the user can divide input images with size of
256 x 256 into several 64 x 64 components when N = 4096 in FHE to reduce the complexity of
calculation. Additionally, the users can map their data into the range that FHE supports (the range of
the module) by normalizing to prevent precision loss caused by overflow.

For activation layer, the users may choose simple functions, such as quadratic function x*, to
replace the computationally complex activation function, such as ReLU, to do operations on cipher
text efficiently. The work from JOON-WOO LEE, HYUNGCHUL KANG et al allows the users to
sacrifice some efficiency to use minimax approximate polynomials, approximating ReL U to achieve
higher accuracy [13]. Furthermore, the computation order of the model is crucial for the efficiency.
For example, in CNN, we normally have Batch Normalize (BN) layer after Convolution process.
However, to be ciphertext-friendly, because BN layer just does linear transformation on data, we can
infuse this transformation on the parameters of convolution to do convolution and BN layer
simultaneously, which can reduce computation complexity.

In addition, the users can also combine other methods into the system. For instance, the
development of GAZELLE library provides another perspective of integration by providing a mixed
crypto scheme. This library divides CNN into two parts-linear layers and non-linear layers. The
linear layers, such as Full Connection layer and Convolution Layer, are simple to calculate but have
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huge computations. The non-linear layers, such as activation functions and MaxPool, have less
computations but the logic is very complex. Thereby, this library does normal FHE operations in
linear layers and uses garbled circuits to do non-linear layers to improve efficiency. The key result
that can support such connection between FHE and garbled circuit is an optimized encryption
switching protocols presented by GAZELLE. Thus, this library finds a way to specialize the CNN
processes by combining two types of operations. Figure 2 gives an illustration on how layers are
classified in GAZELLE [14].

Output

Input + Cat
= Conv 1 = § Cony 2 - FC Layer + Dog
* Bird

- Pig

Figure 2. A structure of CNN, where layers are classified by linearity utilized in GAZELLE
3.2. Key techniques for homomorphic training and inference

Privacy-preserving ML needs specialized optimizations across both the training and inference
phases. During training, executing backpropagation on encrypted data is a core challenge. Gradients
must be homomorphically computed using the chain rule (e.g.,
OL/0w =~ Enc(0L/dy) ® Enc(dy/0w) ), which requires careful noise management to prevent
ciphertext corruption over successive operations. For inference, we can store the ciphertext of fixed
parameters, such as model parameters, offline, and load it immediately during inference. Also, we
can use Single Instruction Multiple Data (SIMD) property of FHE to manipulate multiple input data
at once.

3.3. Dynamic management of noise and accuracy

Every cipher text contains an intrinsic noise term, and the modulus chain is used to determine the
level of the cipher text, where the level will be reduced after multiplication. Thus, modulus switch
can reduce the noise level and the size of the cipher text to control the noise and allow more
multiplication to be done on the cipher text. However, due to finite modulus chain, bootstrapping
could refresh the cipher text to reset the level to a higher level. For some approximating FHE
schemes, such as CKKS, the cipher text is not precise after decryption since an error term is also
included. The scale parameter controls the error by determining the precision of the encoding and
the multiplication between cipher texts can produce inflated scales. So, the rescale process can
reduce the inflated scale.

Therefore, in integrating FHE and ML, we can adopt dynamic managements on these parameters.
First, it is computationally expensive to do bootstrapping frequently. So, automatic bootstrapping
compiler can insert bootstrapping flexibly in the system once it is needed. For example, DaCapo
from Seonyoung Cheon et al. can automatically determine when to place bootstrapping by analyzing
live-out cipher texts to minimize the latency [15]. Secondly, Error-Latency-Aware Scale
Management (ELASM) presented by Yongwoo Lee et al. can actively manage scale and minimize
the error-latency cost function [16].
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4. FHE and adaptation solutions for different ML models
4.1. Traditional ML models

Linear models can directly be manipulated from homomorphic addition and multiplication
benefitting from its linear form. The noises would increase slowly.

For Logistic Regression, the sigmoid function can be approximated as a polynomial, which
enables more efficient implementation. Noticeably, due to unclosed domain of logistic function,
using least squares approximation by minimizing the mean square error (MSE) in a range rather than
using Taylor polynomial approximation provides a better result, as Taylor polynomial only results a
local approximation near a certain point [17].

Tree models, such as decision tree and random forest, may rely on the comparison between the
result and threshold which can be solved by encoding the tree's decision logic into a series of
arithmetic circuits or polynomials. We can use TFHE to accelerate Boolean computation inference
as TFHE supports fast bootstrapping to enable deep, sequential comparisons without excessive noise
growth [18].

4.2. Deep learning models

CNN has several crucial optimizations in order to integrate FHE to its model. We can expand the
convolution kernel into a recursive vector, transforming the two-dimensional convolution process to
a one-dimensional polynomial multiplication. Furthermore, as the convolution layers and FC layers
can be transformed to matrix multiplication on vector, we can use diagonal method to optimize the
multiplication by storing all the diagonals of the matrix and encoding these diagonals. Then, this
approach uses diagonal matrix vector multiplication to rotate and multiply, as displayed in Figure 2
[19]. The Baby-step-Giant-step (BSGS) algorithm can optimize this matrix multiplication process.
Furthermore, the SoftMax function that is used to evaluate the probability of classification result
was first approximated and implemented on encrypted status. This would allow the encrypted model
to return the classification result with the highest probability calculated from SoftMax, instead of
returning the primitive logits of each classification result and let the users to calculate SoftMax by
themselves, which makes attacking and extracting model parameters more difficult [13].
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\1|2|3\V 456
7

= (303642
8|9
[1]2]3]V [1]s]e] = [1]uo]27]
EEIOV (L) - BEE - -
3[1]2]V [7]2]6] = [2]2]e]

Figure 3. Vector-matrix multiplication by rotating diagonals, where we take three diagonals from the
matrix to dot multiply each rotation of the vector and then add the result
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Applying recurrent neural networks (RNNs/LSTMs) to FHE faces challenges due to their
sequential nature. Long chains of encrypted operations lead to significant noise accumulation,
making them difficult to compute reliably. Mentioned by Sinem et al. in Rhode system, a common
solution is to use collective bootstrapping to periodically manage noise levels, and optimized
operations to slow its growth, allowing the full sequential chain to be computed [20]. Robert
Podschwadt et al. redesign the model into Parallel RNN Blocks to break the long sequential chain
into shorter, independent ones, drastically reducing multiplicative depth and noise growth [21]. Also,
a lot of non-linear activation functions are manipulated in RNN, which can be approximated by
polynomials mentioned before.

Transformer models, especially their self-attention mechanism, present even greater difficulties.
The attention module requires matrix multiplications with quadratic complexity O(nz) , which

becomes prohibitively expensive when performed homomorphically. Recent research explores using
sparse attention patterns and low-rank approximations to reduce the number of encrypted operations,
for example, by computing only top-k attention values [22].

5. Application scenarios and practical cases of integration technologies

FHE enables practical privacy-preserving ML across various industries by allowing computations on
encrypted data.

In healthcare, the patient’s wearable device continuously uploads encrypted health data, such as
heart rate and blood sugar, to the cloud. The cloud service providers can calculate statistics such as
mean and logistic regression to predict health risks and issue encrypted alerts. During this process,
the model may be public known, but the input and output data are all private. FHE also facilitates
multi-center collaborative training without sharing raw patient data. For example, hospitals can
encrypt and contribute CT imaging features to train a lung cancer detection model while preserving
patient confidentiality. Similarly, hospitals can encrypt and upload pathological images to a cloud
ML model for encrypted inference [23].

In terms of finance, an investment company may have an independently developed algorithm
model and the real-time data of market. This company can upload both of them to the cloud in
encrypted states to get investment advices from the encrypted result while the cloud will do
calculations by keeping both model and data invisible [23].

In edge computing and IoT, FHE supports secure local analysis. Encrypted sensor data in
industrial settings can be analyzed for predictive maintenance without leaking sensitive operational
information. In addition, neural networks of automatic steering can use the real-time input from
camara of current circumstances around the vehicle to do analyzation and prediction in the cloud
without exposing the vehicle drivers’ privacy [24].

6. Challenges and directions of future development
6.1. Core challenges

The core challenges of the integration of FHE and ML happens in various ways. On the one hand,
due to different hardware setup for current solutions, the standard of evaluating a model is often not
intuitive. So, a more meaningful and unified evaluation criteria should be proposed. Also, because
there is no unified standard for ciphertext, encryption keys and encryption parameters of different
FHE libraries, developers might be limited on a certain library [12]. On the other hand, the technical
issues on certain complex models need to be solved. For example, plain transformers originally are
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large-scale models in terms of number of parameters and computations. After encryption, the models
become much more complex and harder to store. Training a model under encryption would be time-
consuming. Therefore, more efficient and compact system should be presented for transformers in
order to reduce the training time and cost.

6.2. Directions of future development

The future of the integration of ML and FHE would have several directions to the development.
First, more unified evaluation standards and more generalized standards for ciphertext on FHE
libraries as mentioned above enable users to compare different systems and transfer from one system
to another. Secondly, more specialized architecture and accelerators can be developed to improve the
efficiency. Third, designing new FHE schemes which may have better properties, such as faster
computation and lower noises, can increase more practicability for the integration. Lastly, with
compilers to automatically choose encryption parameters and optimize the model procedures, users
can find it easier to get started with the system even if they do not have much cryptography
background.

7. Conclusion

In conclusion, FHE presents a promising path for privacy-preserving ML by enabling computation
on encrypted data. While the potential is significant—from securing traditional models like linear
regression to complex deep learning architectures—there are still core challenges needed to be
investigated.

The main obstacles remain the computational cost of large-scale models, the ability to adapt to
dynamic data environments, and the lack of standardized benchmarks for fair comparison.

Looking ahead, the key lies in creating more efficient hardware-aware algorithms, developing
adaptive training techniques, and building unified security frameworks. Ultimately, bridging the gap
between theoretical advancements and practical applications will be crucial for making “data usable
but invisible” a reality in fields such as healthcare, fintech, and the IoT.
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