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Abstract.  Aiming at 5G virtual network SFC more faults cause by virtualized resource
slicing, and existing studies have low reliability evaluation accuracy, lack differentiated
reliability guarantee, this paper put forward a high reliability-aware dynamic SFC
deployment scheme; first, the scheme build reliability index based on device usage rate and
surrounding reliability coefficient, set differentiated reliability needs according to VNF
characteristics, and limit link length to cut backup resource cost, in VNF deployment phase,
we propose a node ranking algorithm based on node location and reliability, use Google
PageRank core idea to define node importance and guide deployment, link mapping adopt
reliability-based method, it sort links with high reliability needs, use K-shortest path
algorithm to filter, balance reliability and delay finally; to further ensure reliability, we
design a differentiated backup scheme based on VNF and link importance, VNF with
importance above average use dedicated backup, below average use shared backup, we
introduce unit resource reliability improvement rate index to optimize link backup, it can
make backup more efficient without too much resource waste; we build optimization model
based on deep reinforcement learning, it interact continuously with virtual layer and
underlying environment, maximize cumulative reward to get best deployment strategy,
realize joint optimization of load balance and VNF reliability; simulation results show that,
the proposed DQN-RDA algorithm in 50 physical nodes network, request acceptance rate
keep around 90%, compare with existing algorithms, it perform better in fault rate, failure
loss and backup resource consumption, this algorithm can well adapt to virtual network
dynamic changes, it can meet high reliability needs of various applications.
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1. Introduction

Traditional communication devices couple tightly with services, lack flexibility; 5G uses virtual
network tech to fix this, but resource slicing brings more faults, making SFC reliability a research
hotspot, existing studies focus on overall reliability via backup or VNF mapping, yet they have
flaws [1]: low-precision probabilistic failure models, no differentiated reliability for different VNFs’
loss differences, thus this paper propose a high-reliability dynamic SFC scheme for virtual networks:
build reliability index by device usage and surrounding reliability, set differentiated VNF needs,
limit link length to cut backup cost, realize joint optimization of load balance and VNF reliability
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via deep reinforcement learning and output dynamic deployment, supporting backup algorithm
based on VNF and link importance for real needs, 5G builds virtual networks via NFV to decouple
hardware and software, support SFC with VNFs for diverse apps, existing studies assume fully
reliable infrastructure, which is unrealistic—VNF faults cause SFC interruption, traditional recovery
strategies have high delay and cost, heuristic algorithms fail to handle dynamic changes,
reinforcement learning can interact with virtual networks in real time, perceive node reliability and
resource status, optimize VNF mapping and backup, fit virtual network better, balance resource
efficiency and request acceptance while ensuring differentiated reliability [2].

2. Deployment optimization policy

In the VNF deployment phase, this paper put forward a node ranking algorithm based on node
location and reliability, and it carry out VNF deployment work according to this ranking result [3].
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The VNF deployment algorithm based on node location and reliability learn from Google
PageRank algorithm’s core idea, redefine the node importance.

(5)

(6)

(7)

(8)

(9)

The steps of VNF deployment and execution algorithm based on node ranking are as follows:
first calculate the importance r(m) of underlying nodes and sort them in descending order, that is
sort(m′,descend′); second for SFC, calculate the importance r(u) of each VNF and sort them in
descending order, that is sort(u′,descend′) [4]; then traverse each VNF u in the sorted SFC, at the
same time traverse the sorted underlying nodes m that have not deployed VNF in the SFC, if the
computing resource CSm​ of node m is greater than the computing resource demand CVu​ of VNF u,
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map VNF u to node m and jump out of the current loop; if all VNFs of the SFC are successfully
deployed to underlying nodes, start link mapping immediately, otherwise reject the SFC request,
after successful VNF deployment, need to execute link mapping, first sort according to the reliability
requirements of each sub-link in SFC, give priority to handle links with high reliability
requirements, delete all underlying links that do not meet the corresponding sub-link requirements,
so as to compress search space and improve mapping efficiency; then use K-shortest path algorithm
to screen out K paths with the shortest delay and sort them in ascending order of delay; finally select
the path with the shortest delay that meets the SFC link reliability constraints, ensure the reliability
of SFC request mapping while minimize delay, the time complexity of this link mapping algorithm
is O(K∣LV∣∣LS∣log∣NS∣) [5].

3. Backup scheme with reliability guarantee

When VNF reliability requirement is high, can choose two deployment nodes based on backup idea,
one of them is backup node.
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To improve reliability and backup resource use, set different backup ways by normalized VNF
importance; VNFs with importance above SFC average use dedicated backup, deploy on high-
reliability nodes and backup on low-reliability ones. Those below average use shared backup to cut
resource cost. Then choose deployment and backup nodes to finish mapping, if link reliability not
meet, need link backup. This paper put forward unit resource reliability improvement rate index, aim
to get enough reliability increase with least resource loss, iterate backup from high to low by this
index until meet reliability requirement.

4. Key algorithms and simulation

Deep reinforcement learning combine deep learning’s strong perception ability into reinforcement
learning’s decision process, seek optimal strategy by maximizing cumulative reward; the SDN/NFV
architecture proposed in this paper use GS-O to finish business information collection, analysis and
reliable mapping strategy execution; besides, since VNF sharing degree is not clear, need
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continuously interact with virtual layer and underlying environment, explore the environment to
define suitable VNF reliability requirements, and get the optimal deployment scheme at the same
time.
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Continuous training make neural network converge and learn knowledge, then generate SFC
deployment scheme by Q estimation; the algorithm get optimal results, but may lack physical nodes
meet VNF reliability in mapping range, link mapping need backup to meet reliability and improve
success rate. Simulation design: 50 physical nodes, CPU and bandwidth random in [40,90]; each
SFC has 4–7 virtual nodes, CPU and link rate are 10; virtual network lifetime random from
[200,250,300]. Virtual nodes have 3 parameter groups (70%,25%,5% proportion), links 2 groups.
Monte Carlo method use 20 tests’ average, DQN-RDA compare with CCI-RA and PARD. Results:
Figure 1 shows DQN-RDA’s request acceptance rate keep around 90% for 500 requests in 5000 time
units; Figure 2 shows it use least backup nodes via priority deployment and shared backup; Figure 3
shows its lower failure rate and loss by ensuring VNF reliability; Figure 4 shows lower learning rate
slows convergence but stabilizes it, need set by actual needs.
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Figure 1. Comparison of SFC request acceptance rate

Figure 2. SFC backup consumption comparison

Figure 3. Comparison of SFC failure loss

Figure 4. Impact of learning rate on convergence performance

5. Conclusion

Based on network virtualization architecture, aiming at high failure probability and loss even when
overall reliability meet, this paper propose a reliable deployment algorithm via deep reinforcement
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learning by ensuring VNF reliability to achieve SFC reliability. The scheme determine each VNF’s
reliability demand according to failure loss, aim to avoid reliability waste and balance load, use deep
reinforcement learning to get deployment plan; add node (link) backup, ensure reliability and
improve request acceptance rate. Simulation results show that this scheme maximize request
acceptance rate, and effectively reduce virtual service loss caused by underlying network failure.
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