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The rapid evolution from traditional deep learning to large-scale foundation
models has revolutionized content gen- eration while introducing unprecedented challenges
for detecting Al-generated content (AIGC) and deepfakes. This paper comprehensively
analyzes the detection technologies across the paradigm shift from GANs to modern
diffusion models and large language models (LLMs). We systematically categorize detection
methods across generation eras, modalities (text, image, video, audio), and technical
approaches. Our analysis reveals that traditional methods designed for GAN-generated
content exhibit catastrophic failure on modern diffusion and LLM outputs. We examine
state- of-the-art techniques such as watermarking schemes, zero- shot detection methods like
DetectGPT, reconstruction-based ap- proaches (DIRE), and multimodal verification.
Furthermore, we analyze critical challenges related to cross-model generalization,
adversarial robustness, and computational efficiency, providing practical guidance for
method selection and deployment.

Al-Generated Content, Deepfake Detection, Large Language Models, Diffusion
Models, Zero-shot Detection

The landscape of content generation has been fundamentally transformed by artificial intelligence,
which is marked by a decisive transition from traditional deep learning models to large- scale
foundation models, a process that has redefined the boundaries of creative and informational
production. Early generative models based on Generative Adversarial Networks (GANs) and
Variational Autoencoders (VAEs) demonstrated impressive capabilities but faced limitations in
training instability and mode collapse [1,2]. The emergence of transformer architectures catalyzed
the development of a new era in Al, leading to the creation of Large Language Models (LLMs) such
as GPT-4 and powerful diffusion models like Stable Dif- fusion, which can produce content that is
virtually indistinguishable from authentic media [3-5].

While these advances enable exciting applications across creative industries, education, and
research, they pose significant threats to information integrity and social trust. In politics, synthetic
media has been weaponized to enable disinformation campaigns and election interference [6]. In
finance, deep- fake videos and voice cloning have become tools for fraud activities [7]. Academia
faces challenges as LLM-generated essays undermine academic integrity [8]. Thus, the proliferation
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of AIGC necessitates robust detection mechanisms. Traditional detection approaches for GAN-
generated images face challenges when applied to modern diffusion models and LLMs, including
issues of generalization, robustness, efficiency, and explainability. This paper offers a
comprehensive review of detection methods across various modalities, a multi-dimensional
taxonomy categorizing methods by era and approach, an analysis of differences between traditional
and large-scale model detection, and practical insights for performance comparisons and deployment
strategies.

2. Background and evolution
2.1. Traditional deep learning era (Pre-2022)

GANs. GANs revolutionized generative modeling a process of adversarial training between a
generator G and a discriminator D:

i 9 . [108D(5)| + 1 1061 D(G (1) ) ) 1)

Notable architectures include DCGAN , StyleGAN , and BigGAN, though they suffered from
training insta- bility and mode collapse [9-11].

Early LLMs. Autoregressive models like GPT-2 demonstrated impressive text generation but
were limited by scale and computational constraints [12].

2.2. Large model era (2022-present)

LLMs. The scaling of transformer - based models has led to significant breakthroughs. GPT-3 with
175B parameters demonstrated few-shot learning across diverse tasks [13]. ChatGPT and GPT-4
further improved instruction-following abilities, generating highly coherent text that is difficult to
distinguish from human writing [4].

Diffusion Models. Diffusion models , emerged as the dominant paradigm for image generation
[5,14]. The forward process gradually adds noise:

q(x¢ | xe-1) = A (Xt§ V1= Bexi1, BtI) ()

The reverse process learns to denoise, enabling photorealistic generation with fine-grained
semantic control in models like Stable Diffusion, DALL-E 2, and Midjourney.

2.3. Task definition

AIGC detection is formulated as binary classification: given input (text, image, video, or audio),
determine whether was Al-generated or human-created:

f: 2 — {0,1} 3)

Detectors typically output continuous scores repre- senting probability of being Al-generated. For
certain applica- tions, fine-grained detection identifies the specific generative model.
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3. Datasets and evaluation

High-quality benchmarks are crucial for developing detection methods, as summarized in various
datasets across modalities. In text, HC3 compares human and ChatGPT outputs, while M4 provides
multilingual samples from different LLMs, and DetectRL simulates real-world scenarios with
adversarial attacks. For images, Genlmage features 1M images from text-to-image models,
AIGCDetect offers comprehensive benchmarks, and Chameleon contains curated images with
minimal artifacts. In video, FaceForensics++ includes 1.8M frames with manipulation methods,
while DFDC presents 128K diverse videos, and WildDeepfake gathers real-world deepfakes. Audio
benchmarks include the ASVspoof series for voice synthesis detection and WaveFake for neural
vocoder detection. Evaluation metrics focus on accuracy, AUC-ROC, false positive/negative rates,
and robustness under perturbations, alongside generalization across datasets and models.

4. Detection methods
4.1. Traditional era methods

Before the era of large models, detection efforts focused on GAN-generated images and early
deepfakes.

CNN-based Detection. Convolutional networks learned discriminative features from labeled
datasets. XceptionNet [15] achieved ;95% accuracy on FaceForensics++. However, these methods
demonstrate poor generalization to unseen generators.

Frequency Analysis. GANs present distinct frequency- domain patterns [16]. By applying Fourier
or DCT transforms, detectors identified high-frequency artifacts. While effective for cross-GAN
generalization, these signals diminish with mod- ern diffusion models.

Biological Priors. Early deepfake detection leveraged biological signals such as eye blinking
patterns and remote photo- plethysmography (rPPG) for cardiac signals . Face swap- ping often
disrupts these natural patterns, offering detection cues.

4.2. Large model era methods

Modern detection requires fundamentally new approaches for high-quality LLM and diffusion
model outputs.

4.2.1. LLM-generated text detection

Watermarking. Proac- tive approaches embed signatures during the generation process. KGW
watermark partitions the vocabulary into "green" and "red" tokens, boosting the logits of green

tokens by a constant [17]:
’ t(w)+6 fwe%
t| W - . (4)
t(w) otherwise

Detection involves computing the proportion of green tokens. While highly reliable,
watermarking requires generator side cooperation and may affect generation quality.

Statistical Methods. Training-free approaches analyze dis- tributional properties. Perplexity-based
detection observes that LLM-generated text exhibits lower perplexity when evaluated by the same
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model family. LLMDet analyzes token proba- bility distributions across n-grams, achieving 98.5%
accuracy with fine-grained attribution.

Zero-shot Detection. DetectGPT revolutionized the field by requiring no training [18]. It exploits
the observation that LLM-generated text occupies negative curvature regions in log probability
space:

d (x) = logp (%) — Ex-p,us (x) 108 P(X)] (5)

Fast-DetectGPT reduces computational cost by 75% while maintaining accuracy, making zero-
shot detection practical.

Table 1. Representative datasets for aigc and deepfake detection across different modalities. Scale
indicates approximate number of samples

Modality Dataset Year Scale Generation Method Key Features
HC3 2023 87K ChatGPT Multi-domain, human comparison
M4 2023 150K GPT-3.5/4, LLaMA Multilingual, diverse LLMs
Text DetectRL 2024 60K Multiple LLMs Adversarial attacks, real-world
RAID 2024 50K Multiple LLMs Academic writing focus
FaceForensics++ 2019 1.8M frames GAN-based Four manipulation methods
Genlmage 2023 M Diffusion models Eight generators, diverse
Image AIGCDetect 2023 200K Diffusion models Comprehensive benchmark
Synthbuster 2023 9K Nine diffusion models Photorealistic focus
Chameleon 2024 10K Advanced diffusion Minimal artifacts, challenging
DFDC 2020 128K Various methods Largest scale, diverse
) Celeb-DF 2020 6K Deepfake High-quality synthesis
Video DeeperForensics 2020 60K Deepfake Controlled variations
WildDeepfake 2021 7K Real-world collected In-the-wild scenarios
ASVspoof 2019 2019 100K TTS, VC Logical access attacks
Audio ASVspoof 2021 2021 600K Various methods Physical access extended
WaveFake 2021 100K Neural vocoders Vocoder-specific
FakeAVCeleb 2021 20K Audio-visual Synchronized A-V manipulation
Multimodal
DEF-Platter 2023 77K Heterogeneous Multiple techniques combined

4.2.2. Diffusion model image detection

Reconstruction- based. DIRE utilizes pre-trained diffusion models to reconstruct input images [19].
Diffusion-generated images display significantly lower reconstruction error:

DIRE(x) = [|zo — 2|, (6)

where is the original latent and is reconstructed. DIRE demonstrates strong generalization across
unseen diffusion models and maintains robustness to perturbations.

Frequency Analysis. Despite enhanced spatial realism, diffusion models present frequency-
domain anomalies. DEFEND examines deviations across frequency bands, highlighting dis-
criminative components.

Deep Learning. CLIP-based detection harness powerful pre-trained representations for semantic
understanding. Vision Transformers capture global context through self- attention, outperforming
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CNN s in the task of diffusion-generated image detection.
4.2.3. Video and audio detection

Video. Spatiotemporal transformers jointly model spatial appearance and temporal dynamics via 3D
attention over temporal windows. Audio- visual synchronization analysis identifies lip-sync
inconsisten- cies in talking face videos.

Audio. Self-supervised methods like Wav2Vec undergo fine-tuning to yield robust features [20].
AASIST achieves state-of-the- art performance by employing graph attention networks for spectro-
temporal analysis.

5. Challenges and analysis

Current Al-generated content detection confronts several challenges: the generalization gap, where
detectors trained on specific models show reduced accuracy (from 99% to 55%) when facing new
generators; adversarial robustness issues that allow minimal perturbations to mislead detectors; and
computational efficiency hurdles, as current methods are too resource-intensive for real-time use.
Ethical considerations, such as privacy, fairness, transparency, and potential misuse of detection
tools, also play a vital role. Additionally, there is an ongoing arms race between detection and
generation technologies, necessitating strategies like watermarking and provenance tracking to
maintain effectiveness (Follow Table 2).

Table 2. Comprehensive comparison of aigc and deepfake detection methods. ratings: +++
(excellent), ++ (good), + (fair), - (poor). Accuracy reported on primary benchmarks

General- Robust-

o Efficiency Key Characteristics
ization ness

Method Representative Work Year Accuracy

Text Detection (LLM-Generated)

Proactive; requires
KGW [17] 2023 99%+ -+ ++ +++ generation-side access
Unigram [?] 2023 98% ++ ++ +++ Robust to editing;
prov- able guarantees

Watermarking

Training-free; high

Perplexity-based [?] false positives

Ent 2019 75-85% ++ + +++ Fast but liabl
Statistical An;;yr:il:y[v] 2008 70-80% + + + as f‘;r;‘;etéit eon
* 0,
LLMDet [?] 2023 98.5% A A A Fine-grained
attribution; efficient
Strong in-domain; poor
. lization
RoBERTa Fine- genera
° amme tuned 2019 95% + + ++ Zero-shot; expensive
. 2023 90-95% +++ ++ + in- ference
Neural-based F D::t](;cttGPt"l(;I[)EFS] o 2023 92% ++ ++ ++ 4 x faster than Detect-
ast-DetectGPT [7] 55 93% - - - GPT

Intrinsic Dim. [?] .
Best cross-domain; ro-

bust to attacks
Image Detection (Diffusion Model-Generated)

Training-free;
DIRE [19] 2023 92-96% +++ +++ + generalizes well
Latent Analysis [?] 2024 94% ++ ++ ++ Faster than full recon-
struction

Reconstruction
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Table 2. (continued)

Universal artifacts;

Fourier o lightweight
Analysis [16] 2020 88-92% o N o Multi-band analysis;
Frequency 2024 95% ++ ++ ++
DEFEND [?] 2020 85-90% - 4 — ro- bust
Wavelet-based [?] Ee Multi-resolution
features
Semantic features;
CLIP-based [?] 2023 97% - ++ ++ Gl iﬁ‘c;‘l‘iga‘cn;nmg "
Deep Learning Vision Trans. [?] 2023 96% ++ + + tationall h’ P
CNN-based [?] 2020 99% - - et anona’’y neavy
Strong in-domain; poor
generalization
. Multi-scale Combines spatial, freq.,
0,
Hybrid Fusion [?] 2024 98% AR AR * semantic
Video Detection (Deepfake)
Spatial artifacts; Face-
. XceptionNet [?] 2019 95% + + ++ Forensics++
Traditional CNN MesoNet [?] 2018 92% + ) Tt Lightweight;
mesoscopic features
3D CNN [?] 2018 93% n " 4 Temporal consistency
Spatiotemporal Spatio-Temp. Trans. 2024 97%(Z - - . Joint spatial—.temporal
(7] modeling
Audio-Visual Sync [?] o Lip-sync analysis
Multimodal Emotion ;3;8 gﬁlléy :i +++ ii Cross-modal
Consist. [?] ° verification
Audio Detection (Voice Synthesis)
WaveFake [?] o Neural vocoder
Spectral Mel-spectrogram CNN 2021 90-905 /0 +++ * o detection End-to-end
o 2021 93% + ++ -
(71 training
Wav2Vec Fine- tuned 2020 96% - - 4 Robust representations
Self-supervised [20] 2022 98"/0 S - - ASVspoof champion;
AASIST [7] ’ graph attention
Traditional Era (For Comparison)
CNN Freq. Features Excellent for GANSs;
. 7] 2020 99% - - +++ fails on diffusion
AN Detect
G etection Frequency 2020 97% ++ + +++ Cross-GAN generaliza-
Analysis [16] tion

6. Conclusion

The evolution from traditional deep learning to large foun- dation models has reshaped both
generative capabilities and detection challenges. This paper presents a comprehensive analysis,
highlighting the paradigm shift from GAN-era to LLM/diffusion-era detection. Key findings
include: Traditional detectors experience catastrophic failure when applied to modern large - model
outputs, necessitating the development of architecture - specific solutions. No single method
dominates—practitioners must navigate trade - offs among accuracy, generalization, robustness, and
effi- ciency. Detection systems remain susceptible to adversarial attacks and perturbations. The
interplay between generative and discriminative models constitutes a perpetual adversarial cycle,
demanding continuous innovation to maintain diagnostic validity.

Success hinges on robust methods generalizing across models and modalities, deployment
strategies integrating detection into content platforms, and ethical frameworks ensuring tech-
nologies serve societal interests. The ultimate goal is not to eradicate Al - generated content but to
establish trustworthy information ecosystems where synthetic and authentic content can be reliably
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distinguished. Continued innovation, ethical consider- ation, and collective commitment to
responsible Al develop- ment will be indispensable for nurturing credible digital environments.
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