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Artificial Intelligence (Al) can now make very real images and videos. This helps
create digital content, but it also brings big security risks. People can make fake news easily.
The people need ways to find these fakes. Passive detection is a good method. It does not
need watermarks added before making the image. Instead, it looks directly at the media files
to find mistakes made by the computer. This paper reviews different passive detection
methods. For images, this paper looks at pixel patterns and frequency data. For videos, this
paper checks if frames connect smoothly over time and looks for body signals like
heartbeats. Right now, detection programs work well on things they have seen before.
However, they usually fail on new types of Al fakes. Future work must fix this problem so
detectors can find any fake media, no matter how it was made. This paper aims to classify
and review existing passive detection methods, reveal the common shortcomings of current
algorithms in generalization ability, and point out the necessary path to build a general
forgery detector in the future to address the security challenges brought about by the
continuous evolution of deepfake technology.

Artificial intelligence generated content, passive detection, deepfake, image
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Artificial intelligence has grown rapidly recently. Computer programs can now make pictures and
videos that look exactly like real life [1]. These tools are useful for making movies, games, and art.
But they also cause serious problems. Bad actors can use them to make fake news or fake videos of
real people to spread lies [2]. This makes it hard for people to trust what they see online [3]. People
must build tools to check if the media is real [4]. There are two main ways to do this: active defense
and passive detection. Active methods put hidden marks, like watermarks, into the image when it is
made. This only works if the software maker agrees to add them. Passive methods are different.
They do not need any inside information from the software. They just look closely at the picture or
video to find signs that a computer made it. Because it is easier to use in the real world, many
researchers focus on passive detection to solve this problem.
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To find fake images, people look for small differences between real camera photos and computer-
made ones. There are two main ways to do this: looking at pixels in the spatial domain and looking
at frequencies.

This method looks at how pixels are placed and how colors change. Deep learning models often
leave small mistakes in the pixels when they make images larger (upsampling). People cannot see
these mistakes, but computers can. Wang et al. [5] showed that basic computer vision models can
learn to spot these mistakes. Figure 1 shows the flowchart of spatial domain detection for images
using multi-scale feature fusion CNN.
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Figure 1. Flowchart of spatial domain detection for images using multi-scale feature fusion CNN [5]

Other researchers made better programs to find these clues. For example, Zhou et al. combined
different networks to find changed faces [6]. However, new Al tools like diffusion models make
much better images [7]. They make images step by step from noise, so they do not leave the same
pixel mistakes. Corvi et al. found that old detection methods do not work well on these new
diffusion models [8]. So, researchers need to look for new kinds of structural clues to catch them.

Computer models often make images too smooth. They have trouble making high-frequency details,
like sharp edges or random camera noise. Durall et al. showed that deep learning networks cannot
copy the frequency patterns of real photos. People can change the image into a frequency map to see
this better [9]. Frank et al. found that some Al models leave grid patterns in the high frequencies
[10]. Real photos do not have these grids at all. Dzanic et al. also proved that Al networks make
physical mistakes in these frequency areas [11]. Some researchers try to fix this by filtering the
frequencies on purpose. Qian et al. used a method to make these hidden mistakes stand out more
[12]. He et al. found that fake and real images act differently when people try to compress or change
their frequencies [13]. A big benefit of checking frequencies is that it still works even if the picture
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is resized or saved as a smaller JPEG. Figure 2 shows the flowchart of frequency domain detection
for images based on the Fourier transform.
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Figure 2. Flowchart of frequency domain detection for images based on the Fourier transform [12]
3. Passive detection for fake videos

It is harder to find fake videos than fake images. A video has many frames. Detectors must check
each frame and also check if the frames fit together naturally over time.

3.1. Checking movement and time

Older AI models had trouble making smooth videos. The faces would shake, or the expressions
looked stiff. Giiera and Delp built a system to find these problems [14]. They used a network to
check how frames relate to each other over time. Amerini et al. used a method called optical flow
[15]. Figure 3 shows the flowchart of joint spatiotemporal (CNN+LSTM) detection for deepfake
videos.
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Figure 3. Flowchart of joint spatiotemporal (CNN+LSTM) detection for deepfake videos [14]
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This checks how pixels move from one frame to the next to find unnatural face movements.
Sometimes, a video is mostly real, and only a few frames are fake. Li et al. made a system to handle
this [16]. It checks the video in parts. If even a small part is fake, it flags the whole video. Masi et al.
and others added more features to make detection better [17]. They tell the computer to focus mostly
on the face area instead of the background [18].

3.2. Checking body signals

As Al gets better, simple video mistakes disappear. So, researchers started looking at human biology.
Computers have a hard time copying how real bodies work. Yang et al. looked at how people move
their heads. Fake videos often get the 3D angles wrong [19]. Haliassos et al. looked at mouths [20].
They found that in fake videos, the lip movements do not match the sound perfectly. Another deep
method looks at heartbeats. When a real heart beats, blood moves in the face, changing the skin
color very slightly. Computers cannot see this, but special algorithms can. Figure 4 shows the
flowchart of video verification based on rPPG physiological signals
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Figure 4. Flowchart of video verification based on rPPG physiological signals [21]

Al models do not know how to add real heartbeat signals to the pixels when they make a video.
This makes heartbeat checking a very strong way to find fakes.

4. Discussion

Right now, detectors work very well in the lab. They can be over 90% accurate on the data they have
studied. But they often fail in the real world. The biggest problem is that they cannot handle new Al
models [22]. If a detector learns on one type of fake, it will probably miss a fake made by a brand-
new program. Researchers are trying to fix this. Ojha et al [23]. and Shiohara et al [24]. found ways
to train detectors on many different fake patterns. This helps them guess better on new fakes. Also,
fake media now includes bad audio and video together. Future detectors must check both at the same
time to see if they match.

5. Conclusion

This paper looked at how to find Al-made images and videos without using watermarks. For images,
looking at pixels and frequencies works best. For videos, people have to look at how things move
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over time and check biological signs like heartbeats. The technology to find fakes is getting better.
However, the main problem is that detectors still fail on new types of Al fakes. Future research must
find basic rules that apply to all fakes, no matter what program made them. As Al fakes look more

like real life, people need strong tools to check them. This is very important to keep the internet safe
and truthful.
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